UL/24/U$ FKL1 1U:Z1 FAX

43 RUE OV AWONE
1204 QENEVA, SWITIBALAND

444 SQUTM FLOWER STREET .
LOS ANGELES, CALIFORNIA DOOT1.2911

— oy

200 PARK AVENUE
NEW YORUC, NEW YORK 181084109

THOMAS J, FREDERICK
(312) $58.5583
Mredeni Q winsion.cem

BY TELECOPY

Reniee Brooker Esq. e
Andrew N. Goldfarb, Esq
Tobacco Litigation Team
U.S. Department of Iustmc
Civil Division, Torts Branch
Post Office Box 14524 = v
Washington, D. C 20044—45%

M

Re: Um:ed Sta:e.r v, thlzp Marr-

sttnct of Co lum‘ma)

o

Dear Counsel:

This letcer responds to the quwu"
inadvertent loss of some email atPluhp Mo

gj008
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e S C R ~ 1~ TR

21 AVENUE VIETOR KUGO
?sus wwa FANGE

400 L smzer v,
IWASHINGTON, D.G. 20008-3802

1q. 9912496 (GK) (U.S. District Cout for the

’, Brooker's July 3. letter concemiug the

fated ("Philip Morris"). While these questions

contain various objectionable, argmnemai.'

made in my June 19, 2002 letter to: Judg; .

responsive to these inquiries in a spirit of cogy
notion that it was somehow i improper to nouf
We believe it was enurely appxopnate unde

(1) On what date dida thltp Mor .
Morris, first ducaver thaz f Ivs were clem‘rr

My Tune 19 letm' 0] udge Kessle[r dy
not the “destruction” of “files." As explaint
instituted several years ago by the, companl'y% f
be periodically deleted from the servers! on]f,
system deletions occurred as pm of a regm

13tacterizethe namre of the disclosure
;.Tall nevmheless prov:de mformauon

repre: qtive or caunsel ofPth@
X y, :mmediazefmeasures were taken?

ar venem los of cmaxl at Philip Morris,
ter, Philip Mouris has a regular process
Systems pexsonnel whercby emnail would
npany's email system ' operates. These

. usiness practice that has been used for
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such regular deletions, the servers’ memory ca
to malfunction. These regular deletions only
Thus, if all employees had followed the compha
this process of regular system deletwns wou¢

the Docurnent Preservatxon Order

several years for the purpase of allevxatmg "&i" ifY c‘:

During the course of osmon disg
information which led them to conclude that|gs
on disposal-suspended topics, as reqmred by
information, Phxhp Morris suspended the pen )
Subsequent inquiries led to the del:ermmzino'
Document Preservation Order had been lost. §ome ex :
(either by printing and retammg that emiail ﬂ by mig
deletion) in advance of the periodic system ii tions i}
were suspended in April 2002, There have b 1‘—,
subject to the Documnent Preservation Order

zetam" pohcy regaxﬂmg rclevant email,

RS i S04,

|
,u; nts on the  company's sezversd W"zﬂ\out
éil;ecome overlqaded, causing the servers

vance notice to all affected employees.

n'of email desmbed above in April 2002.

that was hkely subject to the Court's

embi] |
yées failed 1o propcrly manage thcxr email

curred pnor to the time thase deletions

oxts 1o, xdenufy means. by which emai]
een lost: could be recavered, which are

&
described in greater detai] below. However, ;li anse :taﬁpears that these efforts, while ongoing, will

never allow Philip Monis to say'with certam

dmt a.l[ f
 preserved, Philip Morris dxsclosed thw matt % fo the Cot

Al ;i il
(2) How did it "come fo 1‘he a:temmn Pfulzﬂ‘
]

had been inadvertently deleted wuhow hava g & been ki

See the answer :o No 1 above

(3) Who are the MPloyeaf who.se fileSi
namas and job ttfl&' ; J

Again, no "ﬁlw" Were "destroyed. !
Order was Jost through the pmcess ofpcn odic]

Because there a:e thaw.sands of s
Philip Mortis is pursuing. other :emedml fes
attempted to determine the status of each

‘ Lons desénbed above

mc;\maﬂ has been) ecovered or otherwise

i i
: r}fs rharsome eHmaxIs af .s-ame employees

an.dret 'ne

.uhp Moms em ail s ystem, and becausa

.cnbed below, Phlhp Moms has not

email from periodic system deletion. At the i‘" !
that disposal suspended emails may have bes — i
been printed or migrated to folders not sulje
suspended Since April 2002, no| penod.xo
time, there have been ongomg efforrs und

pnntm.g or other means of preserving

i fo n;ls concludcd that there was a possibility

odlc system deleuon without having
the periodic deletion process was
ve taken placc Moreaver, since that

1009
o
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sources bywhxch some of the lost emaxls cou I bef opered. These effors are W‘ﬁ?ﬂydﬁsﬁﬁbeﬂ.
r . W

(4) What are dxefacw that.vugge,m !' "t no If a{?p?urssam eg@byees dzdnotﬁl!ycomply
with that ‘print and retain’ po[ccy"’ Ha.s ‘, ilip Morris ;htermm kich other employees are
similarly situated? : ; SR | H | ’

See the answers to Nos.!l and3 abo,':‘ | S

4 . ’ ;;i ; : :::.; ' ~E i

3) %arqudq: Marris ba.m far"lievx“n ‘ghatTie is
subject to the Document Preservanonjarder; U N :‘x;_ )

The Documem Pme.rvauon 01‘ Q quires| the ? ervation, of .
records containing information potcnuallyr? ant t¢ {; :sﬂbje.ctmat cfﬂus hngauon. ..." Order
#1,9 7. While it is impossible fo‘rPhxhpMa s to de | in ew:tbc t?thatanyemml subject to
the Document Preservation Order was lost|l a reghl} u!ﬁ' the pen dic C"system deletion process
described above, the breadth of t‘neDocumeﬂ P reservati [grda,v jmedwxﬂathcmponsibmues .
of the emplayees involved in the deposition ‘; iscovey, rocess, makes it Jogical lo assume that at
least some lost emaxlwassub;ect to theDocLI ent Pre: ,I"qn O er; But.agam,\:ms xsxmposszble ‘
to say with certainty, pamcu'larly in view of the factithdt o any.emails wsmored by one employec
were collected from the files ofanotherc ip t > 1 ppswer }e:l_}\lo bglqw o

(6) What was the exu'rng pre.servai : f
the specific documents rqﬂectmg the palzcy "‘*

f S il i B '

Much of the mfomumom relevant *I; qui was pro ded;:thmugh the deposmon
testimony of William Lynch lakenbythc 20 et [ Apnl 26 2002, Wereltemteandaddto i
heye. ‘ '. ‘.21’. '

: ‘-" ’i ff{f .
R T

luresponse to the entxyol the Courﬂ s ocument
document disposal suspension notice was iss\ id on
litigation and summarized the smokmgl and hi heg Ith topids towh:ch dxsposal suspension reqmremem!s

applied. See November 8 1999 Dlsposal f
ncluded: ‘

N

. Rescarch and dwelopment Comgemi

*  Relited health issues, mcxu ing BT

ERE .

. Chcmxcal propemes oE' tob

pensiof 'Noti co (20723

1'3915-20725 13916) Th&ce

hoto
e



' cigarette~related fires have been under pe

. nga.rette manufactunng pros
tobacco products that are manu.ﬁctured an

i

xon lsmce 1993 "See RMM,

. . 'I'hemarketmsrand sale oftq ,. oort
information about advemsmg, promotiox ﬁ“l d' <
strategies (anywhere) (chscussmgwhxchm : ors f_
and marketing matcnals (anywhcre) that dis ];I ss he :

o Govermnentregula.nonofl ; o ff; . cludi
States. RS | Eg‘ 1

.« Records retenhon, storage ane dls‘po '| i

. Routing’ pohcnes or;sracnc lﬂ!'l cd#n i 1 i
the Unired States and la'boratones located ¢ Hjl ide ’g Uini

. Any or.hers eczﬁc topics of E ready e; “ir'x !Edisposal "Ension notices

pe P fready epsting d
SIREIrCEE] SR |l man '

Consistent thh alreaclymstmgco ili:lll{rf yppli cy, the N 99 Dzsposal Snspmon
Notice also specifically reiterated that e i oni¢ retdrds, i il,. subject to disposal
suspension were also !ohc[mnted andr ,a-”"i—isﬁ o b

I IS .

The Novembers 195'9 D:sposals E}[l-‘ sion [y c mc was part o pr ercompanyrecords
management program. At the time the Do 'Fﬂ“l nt Prs tmn Orde w‘  entered on October 19,
1999, Philip Morris had its Records Manag I fent 1|>r :' mplace, h.xchwas established in 1950
and last revised 4. ergibo Reco
Management Mgtlxagl?io:gfuitdoﬁggét -!’i waf il dﬁ:i::l ;}t} R h;l,:th&n;:nlsf fe“:ords .;::

e, ﬁ:h i e P
Philip Morris U.S.A. Recordts Managem stiManoal @ ny €(1993) (1' ), at 4—1 (2500073009— ‘
25000730538). EEREES el .-". e l , j
_ At all relevant hmcs, the RMM lii' fi’ ed an bl l gahon on mmplé&ew to retam documents
relating to the subject matter of the litigati ’il}fl Th\lxs; Ex.!ﬁmple all yec rds concerning smoking
and health have been under permanent dispbsg : 'i%t' 1690, and those relating to ETS and
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. Use of pesucades or gencuc ']'i]: ineering|
1 1 IR ' £
| i
. Tobacco fonnulas, rccxpcs 1§ ter cory
| R
. Tobacco procx:ssmg and ;;] o
‘, 3
Irﬁ‘ '
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Appendix A. Disposal suspe:asién is "[a] procida !
of records . , . because they might be needex for T an ang
reason.” RMM, at 10-1. *(D)isposal proceduges are i}

RMM, at 7-6. The policy p:ovxdes that :1 wﬂfu 1 . anto d:sposaf

in vesnganon,; colirt ¢ case oi other spcctf ed

Ledlhately susﬂcﬂdéd [fm' thoszdocumentSI "

suspenston "shmﬂd not be
disposed of, mutxlated, or amred m an,y I .
Philip Morris' xecord.: ma:ragemen | pogr
Upon tcccip%’;:r"fsio:tiﬁdiﬁd .i ] ‘ : g | Sumesxon Notipe., itis unpcrahve
that all machine readable recards (I e el el |including emaxl] as well ‘as hard ;-
copies or copies on any other medivm be & ed ﬁ\:m the regula.‘r dlsposal procm
of the Records Mana;gemem Progr li!;;l ‘ [
RMM, at 8-2; see also RMM atfs-l (dxs L res 'govcnuné Ir:te:n.twn of elecu-omc mall)

Company policy required that cmployees L'{“ puld reting all emails cor uumng mfonmuon that is
subjeet to disposal suspension by printin «l i } ainihg 4 paper copn" onl‘y, in accordance with the
usual retention practice. . . ." See Modifigy i ' M,l 1994 Dgc ) ent ll)zspusal Suspension
Notice Requiring Retexmon c'fBlectromc fa a.nd Ot -Elcctromc eco:d.s in Their Original Form
g .aFMM at 8 '2 [Speclﬁcally, each employee
nt dxsposal shspenslon that he ‘or she

Refonnulanon .of cords Management

gt $e

cmis (Apnll 1993)

' j R
L]

es con ist u’g Piuhp Moms raqmremmts goveming

' ‘1'

-"\—«gswﬂ.e-;z @.—-."&*

is reqmred to pnnt a.nd retain all emaxl sy ;
authorxed or, under certain cxxcmtances, ;

Procedures Governing Retention of Identic} iw
(2063568613~2063568614), see also F Mk

=t ﬁ* —._..___..- i

o

l
1

The foregoing sumunarizes rized the seto

the preservation of documemts mc!udmg xi | in ¢ n non
i "
(7) What were the rpecgﬁc uu-t -ﬂ'f 4 Iulxp Marru caun.s'el allegedly prowded
employees regardzng the pre:servanon pal ]E‘F ? Pleasd pro of J:o.s[e mtrucnom' :
} i . AR 'l 3
Philip Morris' dmposaal suspens:on “Jﬁl i ﬁ::& i ing th pnnt and rctam xule foremaﬂ
subject to disposal suspension, have been cp Fﬁ‘! nanicak u m employeas rcpeatcdly and in various
ways over the last 10 years For exam;:le i§| ol 3 LR
i i

. Fn'st Phlhp Moms eihpl

f . ;: !y}c;ceivé L?WP({QSBJSUSpensmnNouces
reminding them of exmtmg catcgons ofd 0 u“ g i :

 Plposal Suspensionor ey added nes.

-~ .': .E.. g..__.. .:: ;<-V

,.

1 On February 1, 2000, mup.Monu [ ke
(2085184516) and distributed its Cuide to Effective r

policy, however, did not ﬂ.uer ﬂ;e set Of dom: ’i 1
Tespest. Cle ; -

ey R'cords an ﬂzfc&malmn Mngemc Pohcy B
ionfMariagement (2085184514-2085184543). This new
pe im} requxremeuzs dﬂmhed huem in any materis]
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These notices are often sent in.the first insti i ‘ .i

their assigned departroents. . Disposal § b
These notices typically include the followi

(email, for example) you should print them ang tai I

entry of the Court's Document Preservatiq
notice was issned on November 8, 1999 that e

smoking and health topics to which dmposf s

1999 Disposal Suspensxon Nouce

. Sccond records managcm;

manuals) have been made avmlablc to Philip
Guide to Effective lnfonngg; L ~J H

. Third, the I.ega.l Guxde fo i .. .,;

Business Conduct Policy (2072123216—20 72
Lesgal Guide, which is also available on

. Fourth, thp Morns off
including disposal Suspensmn "

e Fifth, Philip Moms mm
information regarding the company's recordsh
contains the current records management
policy, 2 summary of the dis posal susp ngig)

] Sixth, until the penod.lc 5 ! i
company's email system operates were [ i.]

email was to be deleted would recewe ad

. Seventh on t]b.e same day “ i
Phxhp Morris’ Senior chc President for Combli
Morris employess rcmmdmgr thcm of thc
policy for email. " o , l

)

€

The foregomg 18 x!lustratwe hm ¢
employees have recezved regardmg the cop t!ﬂ
. ik

!
3 W?xat are the facrs that ﬁ:rm the |
mail not retained by one employee often | ﬁ

}

o

s

l“?

RE I ' - &5 :
% - T (Y " m ’
i ﬁ: — A- - ; ~ L " R —

o i

p——

employees who would have 4.0pie.v af Suc ]
l

L, SO

N

{ TV R T
h B

)
l i
!
i . |
3 R | i
. : ;
| TR [ \
| l! '
;
- (]
i )y + !
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e 's Coord.mamrs,who dxsmbme themwﬂlnn

ices may also be distributed in other ways.
ion: "If clectronic Records can be printed

actxon, a document dmposal suspension

(}:u well as any revisions or' updates to the

i ﬁayees, andthecuxremmanual, entitled the
javailable on the companys mtranet websxte .

(2082805846—2082805887) along with the |
thave beenmade avmlable to employees. The

) any b 1
compliance with disposal susPens:onrcq . J-t : ’xts.

tr net web s:te, reqmres employces to be in

10 lits .cmployees on. fecords management,

A Tulable to employm contams extensive

jg with-copies of the records management
, 'answers to frequent}y asked quesnon.s

s of ml ftom the scrvcts on which the
5 n*. 2002, Philip Morris employees whose

';eg, Cummmgs, 1ssued a rmemo to all Philip
pf}lancc thh the comp‘aan pnnl and retam

!ii!laent presewauon pohcy

f}ﬁ:’fﬁlbp Mbms‘ mumpnon that cop:e.s of e

Yerained by cnother employee"‘ Lise all

! J only in printed form." In response to the

; tircnced this lmganon and summarized the
sioq reqmremems ‘applied. See Novc.mbcr 8,

)t program;’-As noted abovc, the website

'e, of the mstructzons that Phlhp Morris

__igo1s
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'ssxve scop of: Phlhp Moms document
heuments, of whch more thm 573,000 have
/the fact that many emails authored by one -
g files of another employee! This necessanly
d from other employees < 4

This is a logleal assumpuon basc:d B
collection (which includes more than 964 (Dﬂ
N
g

been made available in this case). Itis 21
employee have been made available in
suggests that these emails were retained by

:pMoma!behg" zhat anyfaxlwetaretam
' d

(9) What are l_;!,efavd.s:ﬂtjha?faﬁ; the l} ¥
i ed to clraumvent ezther |

any relevant e-mail was entirely inadverte
company policy or the Courz: arder’ "ol

1y mforma n that would snggest that any

This belief s supported by the total 4 an
il that he orIShe knew was undcr disposal

employee knowingly and intentionally dfeﬁn
suspensmn and sub_) ect to the Court's Do’c

(10) What are the fa.cxs thar Jorm ¢t|si‘s &r jour understandmg thar |some emplayees
Jailed either to print the e-mazl or mx'gratc e B-mail th _;gafe’locarwm on rhezr computers before it
was deleted?” , I | e ,

See answer to No 1 a*bove

A N

re pIanned auempred or underway7

S

(11) What, lf any, rec overy ejj‘bn } il
) B ,' r .
Philip Moms has takwn the fouo | teps ill attcmpt to recover emauls that may have
been lost in connection with periodic systefn delbtions: | | RS v
, o
. First, at the time such perio u:xnlnl etions were' suspmded m Apnl 2002, the

existing systemn backup tapes generated sx‘m e‘ riors stemn deleuon were secxuad and have been
preserved. These tapes hold compuiter data, fngludiz all email ¢ tamed on the Phxhp Morris
computer system at the nme ﬁze backup w il at least October 2001 '

. Second, r.he company has | to 1deun13r other potenualsources where
cmail otherwise lost through periodic s deletions might be found.’ Personnel from Philip
Morris’ Information Technology Semee‘ "IT3CGY) have conduoted aﬂsearoh for additional

information, including system backup tap d oxﬁ I such tapes in Phlhp Moms Richmond,
|

‘“‘a‘““““"‘"""
£
437}
~3;§’
N ~
“E
’_.',.‘Z:

Virginia offices. While incoraplete and difficdit fo restare, some of these tapés may contain email.
ITSC personnel also collected certain hair ivies e cummtly scamung the hard drives to
determine if any older emaxl can bc recov: : :

: 01 forPhllip Moms potenhal producﬂnn

. Third, whcn dacumcnts weng
g also mcluded all elec.tromc data on the

in this and other sxnolqng and health cases
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computers of persons whose documents| W 7w
Philip Morris has this elecranic data, whi chite 2
85 gigabytes of mformanon,. a portmn of «{@ lisiet

Philip Morris i is cum,ntly consxde
the foregoing means could be made avmla p
into account the possibly enormous volurhe df such.
either may be nonresponsive, already .. Hice ed inf
separating email that is responsive and nofy. g prod ch
already produced in a timely fashion, and 1 chch

at least some of this mformamon. T

lail, the possxblhty that much of this email
acuon or: ’duphca.uve, the dlfﬁculty of

(12) Ifthe Umred szes seeks' to|dr
the documents referenced in your letter, | "o

The persons most hxowiedgeabl[ :
inadvertent loss of email likely subject o]
ITSC. We will endeavor to identify the i m 4

and, SUb_]eCt to Court approval make that in _ wal

(13) Does this de.rtru:tmn of a'o
cases? If so, please provide capze: of al
other parties. S

Philip Morris does not Belxeve h |

letter to Judge Kessler violates any (zthm.i l i {

$M.

We stand ready to discuss this ma et flurth
letter. o

TIF:me ‘, . v L | Eu |

ee: Defense Counse)

1068596.1




